DE CUONG ON TAP MON CONG NGHE 10T

Chuwrong 1. Gidi thiéu vé IoT: ToT 14 gi? Kién tric va thiét ké mang IoT?

Chuwrong 2. K§ thuat mang IoT: Céac ddi twong théng minh, Két ndi cac dbi tugng thong minh,
Giao thirc IP cho tang mang IoT, Cac giao thirc ing dung cho IoT, Dit liéu va phan tich cho
IoT, Bam bao an ninh IoT?

Churong 3. 10T trong cong nghiép: San xuat? Tién ich?

Chuong 4. 10T trong cac linh vuc hién dai: Céc thanh phé két ndi va thong minh? Bénh vién
thong minh? Nong nghiép thong minh.

DE THI THU MON CONG NGHE 10T

Cau 1. Internet of Things (loT) la gi?

A. Mang Internet t6c do cao

B. Hé thdng cac thiét bi vat ly dugc két néi Internet dé trao déi dir liéu
C. Phdn mém quan ly dif liéu

D. M6t hé diéu hanh mang

Pap an: B

Cau 2. Thanh phan nao KHONG phai la thanh phan chinh ctia hé théng loT?
A. Thiét bi cdm bién

B. Mang két nGi

C. Trung tam dif liéu

D. May in van phong

Pap an: D

Cau 3. Thiét bj loT thuang st dung dé:
A. Thu thap va truyén di liéu

B. In tai liéu

C. Soan thao van ban

D. Thiét ké do hoa

Pap an: A

Cau 4. loT gilp cai thién diéu gi trong hé thong thong minh?
A. Tu dong hoa va giam sat
B. Giam dung lugng 6 cling



C. Tang kich thudc thiét bi
D. Gidam t6c d6 mang
Pap an: A

Cau 5. Thuat ngr "Thing" trong loT nghia la gi?
A. May chu

B. Thiét bi vat ly c6 thé két néi mang

C. Router

D. Website

Pap an: B

Cau 6. Kién truc loT thudng dugc chia thanh bao nhiéu I6p?
A2

B.3

C.4

D.5

Pap an: B

Cau 7. L&p Perception trong loT c6 chic nang gi?
A. Thu thap di liéu tUr moi trudng

B. XU ly dr liéu

C. Luu tr@r d@ lieu

D. Bao mat dir liéu

Pap an: A

Cau 8. L8p Network trong loT ding dé:
A. Két néi va truyén dit liéu

B. Hién thi d{ liéu

C. Luu trr AT liéu

D. Phan tich d{t liéu

Pap an: A

Cau 9. L&p Application trong loT ¢6 nhiém vu:
A. Thu thap di liéu



B. Phan tich va cung cap dich vu cho ngugi dung
C. Truyén dif liéu

D. Cap ngudn

Pap an: B

Cau 10. Kién trac loT 5 I6p gom:

A. Perception — Transport — Processing — Application — Business
B. Sensor — Server — Client — User — Internet

C. Network — Data — Cloud — Device — Server

D. Gateway — Router — Server — Cloud - Client

Pap an: A

Cau 11. Thiét bi nao thudng dung dé phat trién loT?
A. Arduino

B. Photoshop

C. Excel

D. AutoCAD

Pap an: A

Cau 12. Raspberry Pi la gi?
A. BO dinh tuyén

B. May tinh nhdng mini

C. Hé diéu hanh

D. Cdm bién

Pap an: B

Cau 13. Cam bién nhiét d6 phd bién trong loT la:
A. DHT11

B. GPS

C.RFID

D. NFC

Pap an: A



Cau 14. Cam bién anh sang thudng s dung:
A.LDR

B. GPS

C. RFID

D. Gyroscope

Pap an: A

Cau 15. Thiét bi nao dung dé dinh vi trong loT?
A. GPS

B. Bluetooth

C. ZigBee

D. NFC

Pap an: A

Cau 16. MQTT la giao thuc:
A. Truyén file

B. Nhan tin nhe cho loT

C. Video streaming

D. DNS

Pap an: B

Cau 17. MQTT hoat dong theo mé hinh:
A. Client-Server

B. Publish-Subscribe

C. Peer-to-Peer

D. Star

Pap an: B

Cau 18. CoAP la giao thic dua trén:
A. TCP

B. UDP

C. HTTP

D. FTP

Pap an: B



Cau 19. HTTP trong loT thudng dling dé:
A. Giao tiép web

B. Dinh tuyén

C. Ma hoa

D. Luu tr{

Pap an: A

Cau 20. Giao thiic nao nhe nhat cho thiét bj loT?
A.FTP

B. SMTP

C. MQTT

D. SNMP

Pap an: C

Cau 21. Cong nghé két néi tam ngan phé bién trong loT la:
A. Bluetooth

B. LTE

C. Satellite

D. DSL

Pap an: A

Cau 22. ZigBee thudng dung trong:
A. Mang cam bién khéng day

B. Mang LAN

C. Internet backbone

D. Data center

Pap an: A

Cau 23. LoRaWAN dudgc thiét ké cho:

A. Truyén dr liéu tam xa, nang lugng thap
B. Streaming video

C. Game online

D. Cloud computing

Pap an: A



Cau 24. Céng nghé 5G ho trg loT nha:
A. D6 tré thap

B. Toc do thap

C. Dung lugng nho

D. Khéng ho trg loT

Pap an: A

Cau 25. NB-loT la cong nghé:
A. 10T bang thong hep

B. WiFi

C. Bluetooth

D. ZigBee

Pap an: A

Cau 26. Cloud computing trong loT dung dé:
A. Luu trr va xur ly dit liéu

B. San xuat thiét bi

C. Thiét ké phan cling

D. Cap ngudn

Pap an: A

Cau 27. Nén tang cloud phé bién cho IoT la:
A. AWS loT

B. Excel

C. Photoshop

D. Matlab

Pap an: A

Cau 28. Edge computing giup:
A. XUt ly dit liéu gan thiét bj

B. Tang dung lugng 6 cling

C. Giam RAM

D. Tang kich thudc dir liéu
Pap an: A



Cau 29. Fog computing nam gitra:
A. Thiét bi loT va Cloud

B. CPU va RAM

C. Router va switch

D. Server va client

Pap an: A

Cau 30. Lgi ich cta cloud trong loT la:
A. Khd nang md& rong

B. Giam két ndi

C. Giam d{ liéu

D. Giam bao mat

Pap an: A

Cau 31. Mot trong nhitng thach thic 16n nhat cua loT la:
A. Bao mat

B. Mau sac thiét bj

C. Kich thudc man hinh

D. Gia dién

Pap an: A

Cau 32. Ma hoa di liéu giup:
A. Bao vé di liéeu

B. Tang dung lugng dir liéu
C. Gidm téc do CPU

D. Giam RAM

Pap an: A

Cau 33. TLS dugc dung dé:
A. Bao mat truyén dir liéu
B. Dinh tuyén

C. Luu trr d@ lieu

D. In d{I liéu

Pap an: A



Cau 34. Xac thuc thiét bi giup:
A. Ngan truy cap trai phép

B. Tang toc do6 mang

C. Tang dung lugng

D. Tang dién nang

Pap an: A

Cau 35. Botnet loT thudng tan cong bang:
A. DDoS

B. FTP

C. DHCP

D. NAT

Pap an: A

Cau 36. loT dugc Ung dung trong:
A. Néng nghiép thong minh

B. Nha thdng minh

C. Thanh phé thong minh

D. Tat ca cac dap an

Pap an: D

Cau 37. Smart Home s dung loT dé:
A. Ty dong hoa thiét bi

B. In tai liéu

C. Thiét ké d6 hoa

D. Lap trinh game

Pap an: A

Cau 38. |oT trong néng nghiép giup:
A. Giam sat d6 am dat

B. Chinh sira anh

C. In tai liéu

D. Lap trinh web

Pap an: A



Cau 39. Smart city st dung loT dé:
A. Quan ly giao théng

B. Soan thao van ban

C. Thiét ké website

D. Tao video

Pap an: A

Cau 40. loT trong y té goi la:
A. loMT

B. 1oG

C. oA

D. loW

Pap an: A

Cau 41. D{t liéu 1oT thudng thudc loai:
A. Big Data

B. Small Data

C. Static Data

D. Local Data

Pap an: A

Cau 42. Machine Learning trong loT dung dé:
A. Phan tich d{ liéu

B. In d{ liéu

C. X6a dit liéu

D. Luu d{ liéu

Pap an: A

Cau 43. Streaming data trong loT nghta la:
A. D1 liéu thai gian thuc

B. D liéu tinh

C. DU liéu offline

D. D{t liéu ci

Pap an: A



Cau 44. Cong cu phan tich dit liéu loT phé bién:
A. Hadoop

B. Word

C. PowerPoint

D. Paint

Pap an: A

Cau 45. Al trong loT giup:

A. Dy doan va t6i uu hé théng
B. Tang kich thudc thiét bj

C. Gidam két n6i mang

D. Gidm cadm bién

Pap an: A

Cau 46. Gateway loT c6 chuc nang:
A. K&t ndi thiét bi vai Internet

B. In d{ liéu

C. Chinh stra dir lieu

D. Tao d{ liéu

Pap an: A

Cau 47. Device management giup:
A. Quan ly thiét bj loT

B. Tang RAM

C. Tang CPU

D. Tang 6 cling

Pap an: A

Cau 48. OTA update la:

A. Cap nhat phdn mém tu xa
B. Sao chép file

C. Luu dTr liéu

D. Tao d{ liéu

Pap an: A



Cau 49. Digital Twin trong loT la:
A. Ban sao so6 cula thiét bj

B. Cam bién

C. Gateway

D. Router

Pap an: A

Cau 50. Platform loT dung dé:

A. Quan ly va phan tich dir liéu loT
B. Thiét ké phan cling

C. In tai liéu

D. Chinh stra anh

Pap an: A

Cau 51. Giao thc nao ho trg QoS trong loT?
A MQTT

B. FTP

C. DNS

D. ARP

Pap an: A

Cau 52. LoRaWAN hoat déng & bang tan:
A. ISM

B. GSM

C. CDMA

D. WiFi

Pap an: A

Cau 53. Kién trac Microservices giup:

A. Tang kha nang md réng hé théng loT
B. Giam dr liéu

C. Gidm cam bién

D. Tang kich thudc thiét bi

Pap an: A



Cau 54. Protocol nao dung cho quan ly thiét bi loT?
A. LwM2M

B. FTP

C. SMTP

D. POP3

Pap an: A

Cau 55. Blockchain trong loT giup:
A. Tang tinh minh bach va bao mat
B. Giam d{r liéu

C. Giam mang

D. Giam thiét bj

Pap an: A

Cau 56. |oT gateway thudng dat &:
A. Gilra thiét bij va Internet

B. Trong CPU

C. Trong RAM

D. Trong 6 cling

Pap an: A

Cau 57. Cong nghé dinh danh trong IoT la:
A. RFID

B. HDMI

C.VGA

D. USB

Pap an: A

Cau 58. Smart meter dung dé:
A. Po dién nang

B. Po anh sang

C. Do nhiét do

D. Po am thanh

Pap an: A



Cau 59. LPWAN viét tat cda:

A. Low Power Wide Area Network

B. Local Power Wireless Access Network
C. Low Performance WAN

D. Long Protocol WAN

Pap an: A

Cau 60. |oT platform thudng tich hgp:
A. Device management + Data analytics
B. Word + Excel

C. Paint + Photoshop

D. Router + Switch

Pap an: A

Cau 61. Cong nghé nao gilp loT tiéu thu it nang lugng?
A. LPWAN

B. Ethernet

C.DSL

D. Satellite

Pap an: A

Cau 62. Thiét bj loT thudng chay hé diéu hanh:
A. Embedded OS

B. Windows Server

C. MacOS

D. DOS

Pap an: A

Cau 63. Giao thurc truyén dir liéu thai gian thuc:
A. MQTT

B. FTP

C. HTTP

D. SMTP

Pap an: A



Cau 64. |oT giup toi uu:
A. Tu dong hoa hé théng
B. Tang gidy in

C. Giam RAM

D. Tang kich thudc may
Pap an: A

Cau 65. Cam bién chuyén dong phd bién:
A. PIR

B. GPS

C. RFID

D. NFC

Pap an: A

Cau 66. Cong nghé nao ho trg két ndi thiét bi trong nha?
A. ZigBee

B. Satellite

C.DSL

D. Fiber

Pap an: A

Cau 67. Thiét bj IoT thudng bi han ché vé:
A. Nang lugng va tai nguyén

B. Mau sac

C. Hinh dang

D. Gia dién

Pap an: A

Cau 68. loT két hgp Al tao ra:
A. Hé thong théng minh

B. Hé thong tinh

C. Hé thong offline

D. Hé théng cuc bo

Pap an: A



Cau 69. Giao thiic nhe cho thiét bi han ché tai nguyén:
A. CoAP

B. FTP

C. SMTP

D. SNMP

Pap an: A

Cau 70. M6t vi du loT trong cong nghiép:
A. Predictive maintenance

B. Email

C. Chat

D. In tai liéu

Pap an: A

Cau 71. IoT trong logistics giup:
A. Theo ddi hang hoa

B. In hda daon

C. Thiét ké web

D. Tao video

Pap an: A

Cau 72. Cong nghé dinh vj trong loT:
A. GPS

B. HDMI

C.VGA

D. USB

Pap an: A

Cau 73. loT st dung cam bién dé:
A. Thu thap di liéu mdi trudng

B. Luu tr&r @ liéu

C. Xba dir liéu

D. Tao d{ liéu

Pap an: A



Cau 74. Smart agriculture dung loT dé:
A. Giam sat cay trong

B. Chinh sira anh

C. Tao video

D. In tai liéu

Pap an: A

Cau 75. |loT giup doanh nghiép:
A. T6i uu van hanh

B. Tang chi phi

C. Gidm dir liéu

D. Giam két noi

Pap an: A

Cau 76. |oT két n6i bao gom:
A. Thiét bi + mang + dir liéu
B. CPU + RAM

C. Word + Excel

D. Router + Switch

Pap an: A

Cau 77. Cong nghé nhan dang khong tiép xuc:
A. RFID

B. VGA

C. HDMI

D. USB

Pap an: A

Cau 78. loT gateway c6 thé thuc hién:
A. XU ly dir liéu cuc bd

B. In d{ lieu

C. Chinh sira anh

D. Tao video

Pap an: A



Cau 79. loT platform thudng cung cap:
A. Dashboard giam sat

B. Word editor

C. Image editor

D. Game engine

Pap an: A

Cau 80. Muc tiéu chinh cua loT la:

A. K&t ndi moi thiét bi va khai thac dr liéu
B. Tang kich thudc thiét bj

C. Giam mang

D. Tang chi phi

Pap an: A



